NHOOPMAIIMOHHAS ITAMATKA
JJIs1 OBYYAIOIINXCHA JISA PASMEIINEHU A
HA OOPUIUAJIBHBIX MHTEPHET-PECYPCAX

C KaXAIbIM I'OJOM MOJIOACKHW B HMHTECPHETC CTAHOBUTHCIA 6OJ'ILHIC, a IMKOJPHUKH OJHH H3 CaMBbIX
aKTUBHBIX I10JIb30BaTCICH PYHeTa. Mexc,uy TEM, IOMHUMO OI'POMHOI'0O KOJIMYCCTBA BOBMOH(HOCTCﬁ, HUHTCPHCT
HECCT U HpO6J’ICMLI. OTa nmamsTKa JOJDXKHA IIOMOYb TeOe Oe30macHo HaxXoOJUTHCA B CCTH.

KomnbroTrepusie BHPYChI

KommbroTepHslii  BUpYC - 3TO Pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTpaMM, OTIHYUTEIHHON
0COOEHHOCTHIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B TOTIOHEHHE K 3TOMY, BUPYCHI MOTYT
MOBPEIUTH MU MOTHOCTBIO YHUUTOXHUTH Bce (Paiiiibl M JaHHBIE, TOJKOHTPOIBHBIE OJIB30BATEINO0, OT HMEHH
KOTOporo ObIa 3amylieHa 3apaXeHHas IporpaMMa, a TakKe MOBPEOUTh WM JaXe YHUYTOXKHTH
OTIEpAIIOHHYIO CUCTEMY CO BCeMH (aililaMu B 11eJIoM. B GONBIIMHCTBE CIydaeB pacipoCTPaHIIOTCS BUPYCHI
gyepe3 UHTEpPHET.

MGTOI[I)I 3alIUThI OT BPCAOHOCHLIX IIPOrpaMm:

1. Mcnonb3yil COBPEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, UMEIOLINE CEPbE3HbIA YPOBEHb 3aIUMUTHI OT
BPEOOHOCHBIX IIPOrPaMM;

2. IlocrosHHO ycTaHaBnuBaii mayte (UUQpPOBBIE  3aINIATKH, KOTOPHIE aBTOMAaTHYECKH
YCTaHABIUBAIOTCA C LENBIO TOPaObOTKH MPOrpaMMbl) U Ipyrue OOHOBICHHS CBOEH OMEPallMOHHON CUCTEMBI.
CkaumBaii WX TOJNBKO ¢ odunuanbHOro caita paspabotunka OC. Ecnu cymecTByer pexum
ABTOMAaTHYECKOT'0 OOHOBJICHHUS, BKIIIOYH €T0;

3. Pabotaii Ha cBOEM KOMIBIOTEpE IOJ MpaBaMHU IOJIb30BATENd, a HE aJIMUHHCTpaTopa. JOTO He
IIO3BOJIUT 6OHI>HH/IHCTBy BPCAOHOCHBIX IIpOrpaMM HHCTANIMPOBATBCA HA TBOEM NIEPCOHAJIBHOM
KOMITBIOTEDE;

4. Ucnonp3yl aHTHUBHpPYCHBIE TPOTPAMMHBIE MPOAYKTHI H3BECTHBIX IPOU3BOJAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanndb GU3HYECKUI JOCTYN K KOMITBIOTEPY /ISl TOCTOPOHHUX JIHII,

6. Vcnonp3yil BHEITHNE HOCUTENIN WHPOPMAIUH, Takue Kak (iemnka, TMcK win (aii u3 MHTepHeTa,
TOJBKO M3 IPOBEPEHHBIX HCTOYHHKOB;

7. He oTkpbIBaii KOMITbIOTEpHBIE (hAMITBI, TOMyYSHHBIC U3 HEHAJIC)KHBIX MCTOUHHUKOB. [laxke Te (aiibl,
KOTOpbIE IPUCIIAN TBOK 3HAKOMBIH. Jlydllle yTOuHH y HEro, OTIIPaBIIsUl JIM OH TeOe HX.

Cern WI-FI

Wi-Fi - 310 He BUJI Mepeiaun JaHHBIX, HE TEXHOJIOTHSI, 8 BCETo JIMIb OpeH 1, Mapka. Emte B 1991 roay
HUJIepIaH/CcKas KoMnaHus 3apeructpuposana opena "WECA", uto obo3Hauano cnoBocoueranue "Wireless
Fidelity", koTopblii mepeBoIUTCS Kak "OecrpoBO{HASt TOYHOCTD".

Jlo Hamiero BpeMeHHU JIoluIa Ipyras abOpeBHaTypa, KOTopasl ABJISIETCS TAaKOW K€ TEXHOJOTHeH. DTo
ab0Operuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOH TEXHHKH
Hi-Fi, uto B mepeBoie 03Ha4yaeT "BhICOKAsi TOYHOCTH'.

Ja, OecruiaTHBIN HHTEPHET-IOCTYII B Kae, OTEISIX | a3pOIOpTax ABISETCS OTIMIHON BO3MOKHOCTHIO
BbIX0/Ja B MHTepHeT. HO MHOrme sKcrepThl CUMTaloT, 4To oOIenoctymnHbie Wi-Fi ceTtu He sBistorcs
0€e30ITaCHBIMH.

CoBeTblI 110 6€301macHOCTH PadOTHI B 001IeJOCTYHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoto JinuHyt0 HHpOpMaIuio depe3 odmeaoctynasie Wi-Fi cetu. Paboras B Hux,
JKEeJNaTeNbHO HE BBOAUTH MAPOJIX JOCTYIIA, IOTUHBI U KAKHUE-TO HOMEPA;



2. Ucnonb3yit 1 0OHOBIIS aHTUBUPYCHBIE IPOTrpaMMBI B OpaHaMayep. Tem caMbIM Thl 00€30IacHIIb
ce0s OT 3aKauKy BUpPYyca Ha TBOE YCTPONCTBO;

3. [Ipu ucnonpzoBanuu Wi-Fi otkiroun GpyHkumo "OO0mwmii octyn K ¢aitiam u npuatepam”. JlanHast
(GyHKLUS 3aKpbITa MO YMOJYaHHUIO, OJHAKO HEKOTOpBIE IOJNb30BaTENM aKTUBUPYIOT ee Uil ynoOcTBa
WCTIONIB30BaHMs B paboTe nim y4aebe;

4. He ucnone3yit myonuuneiii WI-FI mis mepenaum NMUYHBIX JaHHBIX, HApUMEp IUIS BBIXOJAA B
COLIMAJIbHBIE CETH WX B DIIEKTPOHHYIO 110OUTY;

5. Ucmnone3yit Toipko 3ammumiennoe coeanaenne yepe3 HTTPS, a ue HTTP, t.e. nmpu Habope BeO-
ajzpeca BBOIU UMEHHO "https://";

6. B mobmeHOM Tenedone orkmoun ¢yHkmuio "llomkmouenne k Wi-Fi aBromarmuecku". He
JIOITyCKal aBTOMaTHYECKOTO MOAKIIOUEHUS YCTpoiicTBa K ceTsaM Wi-Fi 6e3 TBoero coriacusi.

ConuaiabHbIe CeTH

CoranbHbIe CETH aKTUBHO BXOJISIT B HAIITY )KU3Hb, MHOTHE JIFOJIA pa0OTAIOT U )KUBYT TaM MOCTOSHHO,
a B Facebook yxe 3apernctprupoBaH MWIIHApA YEIOBEK, YTO SBISETCS OJHON CEIbMOM BCEX JKHTENeH
TuTaHeThl. MHOTHE TTONTb30BaTeNN He MOHNUMAFOT, 9TO HH(pOpMaIus, pa3MelieHHas UMHU B COITUATBHBIX CETSX,
MOXET 6BITI) Haﬁz{eHa 1 MCII0JIb30BaHa KEM yIroJHoO, B TOM YUCJIC HE O6$I321T€JII)HO C 6J]aFI/IMI/I HaMCpPCHHUAMMU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COIUAIBHBIX CETSIX:
1. Orpannds cucok Apy3eil. Y Te0s B APy3bsSX HE JOJDKHO OBITH CITydalfHBIX M HE3HAKOMBIX JIIOJICH;

2. 3amumiai cBOK YacTHYIO XH13Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO POXKICHHUS
U APYTYIO JIHYHYIO HH(pOpManHio. 30yMbIIUIEHHUKH MOTYT HUCIIOJIB30BaTh Jaske HH(POPMAIHIO O TOM, KaK
TBI ¥ TBOU POOUTEIHN IUIAHUPYETE IPOBECTU KAaHUKYJIBL,

3. 3amuimaii CBOIO pemyTaIfio - IEPKU €€ B YUCTOTE W 3a/iaBaii ceOe BOMPOC: XOTeN OBl ThI, YTOOBI
Jpyrue TOJB30BaTeIM BHICIH, YTO Thl 3arpyxaemnib? [lomymaii, mpexae 4eM 4YTO-TO OMyOJIMKOBATH,
HaIucaTh U 3arpy3UTh;

4. Ecnu TBl TOBOPHUIIH C JIIOJBMH, KOTOPBIX HE 3HAEIllb, HE HCIONb3YH CBOE peaibHOE UMS U APYTYIO
JMYHYIO HH(OpMAMK: UM, MECTO )KUTEJILCTBA, MECTO y4eObI U MPOYEE;

5. W30eraii pasmenienus Gororpaduii B IHTEpHETE, T/Ie THI N300paXeH HAa MECTHOCTH, TI0 KOTOPOi
MOJKHO OMPEJIENINTh TBOE MECTOTIOIOKECHHE;

6. [Ipu perucTpanuu B COIMAIBHON CETH HEOOXOIMMO UCIIOIBH30BATh CIIOKHBIE TAPOJIH, COCTOSIINE
13 OYKB ¥ UQP U C KOTUUECTBOM 3HAKOB HE MeHee §;

7. JInst conanbHON CEeTH, ITOYTHI U IPYTUX CAWTOB HEOOXOAMMO HCIIONB30BaTh pa3Hble mapoiu. Torma
ecnu Te0s B3JIOMAIOT, TO 3I0YMBIIUIEHHUKH TIOJy4aT JOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE JeHbI'H

OJIEKTPOHHBIE JCHBIH - 3TO OYCHb yJIOOHBIA CIIOCO0 IIATeKEH, OHAKO CYIIECTBYIOT MOIICHHHUKH,
KOTOPBIE XOTAT IOJYyYHUTh 3TH ICHBIU.

BHCKTPOHHBIC ACHBI'K NTOSIBUJIUCH COBCEM HEAABHO U MMCHHO HM3-3a 3TOTO BO MHOTHX TOCYAapCTBax
J10 CUX IIOp HE IMMPOIMCAaHO PO HUX B 3aKOHAX.

B Poccuun ke oHM (YHKIMOHHPYIOT M O HHX YK€ TPOMHCAHO B 3aKOHE, IJIe MX Pa3elsioT Ha
HECKOJIbKO BHJIOB - AHOHUMHBIE U HE aHOHUMHbIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX
paspemiaeTcst IPOBOAUTE ONepaluy 03 HaeHTH(GUKAIMY T0Ib30BaTeNIs, & B HCAHOHUMHBIX UACHTU()UKALINS
MOJIL30BATEIIS SABJISAETCS 0053aTEBHOM.

Taxxe crenyer paznuyaTh dJIEKTPOHHBIE (PHAaTHBIE NEHBIH (PaBHBI TOCYNAPCTBEHHBIM BANIOTaM) U



3NIEKTPOHHBIC He(PUATHBIC JICHBIY (HE PaBHBI TOCYIAPCTBEHHBIM BATOTAM).
OCHOBHBIC COBETHI 10 O€30TacHOM paboTe C EKTPOHHBIMU JCHBIAMH:

1. TlpuBsxu K c4eTy MOOWIBHBIH TeneoH. DT0 caMblif yIOOHBINA U OBICTPBIN CIIOCOO BOCCTAHOBHUTH
JmocTym K cuety. [lpruBa3anHbIil TenegoH MOMOXET, eciii 3a0yAenIb CBOH IIIaTeXHBIN TapoIlb WK 3ali/IeIIb
Ha CalT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Mcnonw3yit omHopa3oBele maponu. [locne mepexoga Ha yCHIIGHHYIO aBTOPH3aLUIO TeOe yxKe He
OyzeT yrpoxartb ONMacHOCTh KPaXKH MIIH TIepexXBaTa IUIATSIKHOTO Tapois;

3. BeiOepu cnoxHsbIi mapois. [IpectymankaM Oyaer He MpoCTo yraaaTh CIOKHBINA mapois. HagexHsie
MapoJIH - 3TO MAPOJIH, KOTOPHIE COJIEPKAT HE MEeHee 8 3HAKOB U BKJIIOYAIOT B CE0s1 CTPOYHBIC U POMKCHEIE
OyKBBI, ITU(PHI M HECKOIBKO CHMBOJIOB, TAKHE KaK 3HAK J0iIiapa, GyHTa, BOCKIUIATENHBIA 3HAK H T.II.
Hamnpuwmep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC TaHHBIE HA CalTax, KOTOPHIM HE JOBEPSCIIIb.
DJIeKTPOHHASA MOYTA

DJIeKTpOHHAs 10YTA - 3TO TEXHOJIOTHUS U IPEIOCTABIAEMbIE €0 YCIYTH IO MEPECUIKE U MOIYUICHUIO
AIIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPENeNsIFOTCS B KOMIBIOTEPHON ceTh. OOBIYHO 3IEKTPOHHBIN
MOYTOBBIN SAIIMK BBIMJISIAUT CICAYIOIAM 00pa3oM: HMMs_IOJb30BaTEIA(@UMS JIOMEHA. Takke Kpome
nepeaayy MpocToro TEKCTa, UMEETCsl BO3MOXKHOCTh IepeaBaTth (aiiibl.

OCHOBHBIE COBETHI IO OE30IACHON PaboTe C IMEKTPOHHOH MOYTOH:

1. Hamo BBIOpaTh MpaBUIIBHEIN MOYTOBBIN cepBHC. B WHTEpHETE €cTh OrPOMHBIH BEIOOp OecIIaTHBIX
MTOYTOBBIX CEPBUCOB, OJHAKO Jy4ILE JOBEPSTH TEM, KOTO 3HACIIb U KTO MEPBBIN B PEUTHHTE;

2. He yka3piBalli B JNHYHOW TOYTE JIMUYHYIO uWHpopManuio. Hampumep, inyuime BbIOpaTh
"My3bIKaNbHBI _(aHaT@" wiu "pok2013" Bmecto "temal3”;

3. Hcnonp3yil ABYXSTamHYK aBTOPU3ALMIO. DTO KOIJa NOMHMO Hapoyisi HY>KHO BBOAUTH KO[,
npucbuIaeMblid mo SMS;

4. Brpibepu cloXHBIH maponb. J[s KakJoro MOYTOBOTO SNIMKA JOJHKEH OBITh CBOM HAIEKHBIM,
YCTOMUUBBIN K B3JIOMY [1apOJIb;

5. Ecau ecTh BO3MOYKHOCTh HAMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTB;
6. Hcnonb3yil HECKOJNBKO IMOYTOBBIX SIIUKOB. IIepBbIN A1 4acTHOW MEpPENUCKU C aJpecaTaMu,
KOTOPBIM ThI JIOBEPSICIIb. DTO 3JICKTPOHHBIN aJipec HE HaJI0 UCIIOJIL30BaTh MPU PErucTpaiuy Ha Gpopymax u

caTax;

7. He oTkpeiBaii (hailnel 1 Apyrue BIOXKEHHS B MHCbMaxX, Ja)Ke €CIIM OHU MPHLUIN OT TBOUX APY3€H.
Jly4ie yTOuHM y HUX, OTHPABIISIIN JIH OHU TeOe 3TH (aitiibl;

8. [locme oxoHUaHUS PabOTHI HA TIOYTOBOM CEPBHUCE IIEPE]] 3aKPHITHEM BKIIAJIKU C CAUTOM HE 3a0yab
Ha)xaTh Ha "Beritn".

Ku0epOysimHr N BUPTyaJibHOE H31eBaTeJIbCTBO

KubepOymmmHr - mpecieoBaHue COOONICHUSIMH, COJAEPKAIIUMH  OCKOPOJICHHSI, arpeccHro,
3alyTUBaHue; XyJIUTaHCTBO; COLMAbHOE OOMKOTHPOBAHKE C MTOMOIIBIO PA3IHYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KHOEPOYIITMHIOM:

1. He Opocaiics B 6oii. JIyumumii croco0: MoCcoOBETOBaThCs Kak ceOsi BECTH H, €CJIM HET TOT0, K KOMY
MOXXHO OOpAaTHTBCS, TO BHAYajde YCIOKOWThCS. ECITU Thl HAaYHENIb OTBEYATh OCKOPOJICHHSIMU Ha
OCKOpPOJIEHHS, TO TOJILKO €Ille OO0JIbIIE Pa30XKKeIlb KOH(IIUKT;



2. YmpaBisiii cBoe kubeppenyTannei;

3. AHOHMMHOCTb B CETH MHHMas. CYH_IeCTBYIOT CITOCOOBI BBISICHUTH, KTO CTOWUT 3a aHOHHMHBIM
AKKayHTOM;

4. He cTout BecTH XyJIMTraHCKUH 00pa3 BUPTyalIbHOM skn3HU. IHTepHET (PMKCUpYET BCEe TBOM ICHCTBUS
U COXpaHSET UX. Y NAIUTh UX OyZAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Cobmrofaii cBOIO BUPTYaJbHYIO YECTh CMOJIONY;

6. MUrnopupyit enuHuuHBI HeratuB. OJHOPa30BbIE OCKOPOWTEIBHBIE COOOIICHUS JIydIIe
UrHOpHUpOoBaTh. OOBIYHO arpeccus MpeKpaacTcs Ha Ha4albHOMN CTaIuH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBCHHBIMH COOOIICHUSIMH, B COITUAILHBIX CETSAX SCTh
BO3MOKHOCTH OJIOKHPOBKH OTIIPABKH COOOIIEHHH C OMPEIEIIEHHBIX aIpECOB;

8. Ecnu Thl cBuperens kuOepOymnuHra. TBOW HEHCTBUS: BBICTYNUTh NPOTUB MpecieloBaTels,
[I0Ka3aTh €My, YTO €ro [CHCTBUS OLICHMBAIOTCS HEraTUBHO, MOANEP)KATh JKEPTBY, KOTOPOH HyKHa
MICUXOJIOTMY€ECKask IIOMOIIb, COOOIINTh B3POCIBIM O (PAKTE arpecCUBHOTO ITOBEICHNUS B CETH.

MoouabHbIH Teaedon

CoBpeMeHHBbIE CMapTQOHBI U TUIAHILETHI CO/IepKaT B ceOe BIIOJIHE B3POCIBIN (DyHKIIMOHAI, U Teeph
OHHU MOTYT KOHKYPUPOBATh CO CTAIIHOHAPHBIMH KOMIIbIOTepaMu. OJJHAKO, CPEICTB 3aIIUTHI JJIs TTOAO0OHBIX
YCTPOMCTB ITOKAa OYEHb MaJo. TeCTUpOBaHNE U TIOUCK YyA3BUMOCTEN B HUX NPOUCXOJUT HE TAK MHTEHCUBHO,
kak 1t [1K, To ske camoe kacaeTcsi 1 MOOMITBHBIX TIPHIIOKEHHH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPaKTUYeCKH JOTHAIM HACTOJbHBIC aHAJIOTH, OJHAKO
pacmmpenre (yHKIIOHANA BIEUYET 3a cO00i OONBIIYIO CII0KHOCTh M MEHBIITYIO 3AIIUAIIICHHOCTD.

Janexko He Bce MPOM3BOAUTENH BBHITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTHUECKUE YSI3BUMOCTH
JUIs1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /ISl 0€30MaCHOCTH MOOHUIIFHOTO TenedoHa:

Hudero He siBisieTcs mo-HacToseMy OecruiaTHeIM. Byb oCcTOpOXeH, Belb Korja Tebe mpeiaratot
OecIuTaTHBIN KOHTEHT, B HEM MOTYT OBITH CKPBITHI KAKHE-TO TUIATHBIE YCITYTH;

Hymaii, mpexe 4yeM oTrpaBuTh SMS, hoTo uiu Buieo. Tl TOUHO 3HAEIIb, TJe OHU OyTyT B KOHEUHOM
urore?

Heo6xon1umo 0OHOBIISATE ONEPAlMOHHYIO CUCTEMY TBOETO cMapT(OHa;
Hcnonb3yit aHTHBUPYCHBIE TPOTPAMMBI JJ1s1 MOOMJIBHBIX Tele(hOHOB;

He 3arpyxait npuio)eHust OT HEM3BECTHOTO MCTOYHUKA, BEb OHU MOTYT COJIEP)KaTh BPEIOHOCHOE
MIporpaMMHOE O0eCTIeueHHE;

[Toce Toro kak THI BBIMICHIb C CaldTa, TJE BBOIMI JIMYHYIO MH(POPMAIMIO, 3alIM B HACTPOUKH
Opaysepa u ynanu cookies;

[Tepunonnuecku npoBepsiii, KAKKE IUIATHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM HOMEDE;
JaBaii cBOi HOMEp MOOMIIBHOTO TeJiehoHa TOIBKO JIFOASIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEpSICLIb;

Bluetooth jnomken ObITH BBEIKIIIOUEH, KOTJIa THl MM HE MoJb3yelibes. He 3a0bIBaii mHOTIAa IPOBEPSITH
3T0.

Online urpsi

CoBpeMeHHBIE OHJIAIH-UTPHI - 3TO KPaCOYHbIE, 3aXBaTHIBAIOILME Pa3BieueHHs, 00bEIMHSIIONINE COTHU
TBICSIY YEJIOBEK IO BceMy MHpYy. WIpOKM HCCIenylOT AaHHBIA MM MHp, OOIIAIOTCA JIPYr C APYTOM,



BBITIOJIHAIOT 3alaHu, CPAKATOTCSA C MOHCTPpAMU U MTOJTYHarOT OIIBIT. 3a YAOBOJIBCTBUC OHU ITUIATAT: IMOKYTIAIOT
JUCK, OILIa4YMBarOT a0OHEMEHT WIIH ano6peTa}0T KaKHUC-TO OIIIINH.

Bce atu cpencTBa MAyT Ha MOAACPKAHWUE W PA3BUTHE HUIPHI, 4 TaKKe Ha caMy OE30MacHOCTb:
COBEPIIEHCTBYIOTCS CHCTEMBI ABTOPH3ALlMH, BBIMYCKAIOTCS HOBBbIE HaT4d (IU(PPOBBIC 3aIUIATKH IS
MPOTPaMM), 3aKPBIBAIOTCS YA3BHUMOCTH CEPBEPOB.

B oio0HBIX Urpax CTOUT Omacarbcs HE CTOJIBKO CBOMX CONICPHUKOB, CKOJIBKO KPaKH TBOETO MapOJIs,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AINH OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO OE€30ITACHOCTH TBOECTO UT'POBOI'0 aKKayHTa:

1. Ecnu apyroii Mrpok BeaeT ceOs TI0X0 HIIH COo3/1aeT TeOe HeMPUATHOCTH, 3a0JI0KUPYH €ro B CIIHCKE
UTPOKOB;

2. Homanyﬁca AIMUHUCTPATOPAM UI'PbI HA IJI0XO0C IMOBEACHUEC 3TOI'0 UT'POKA, JKEJIATCIIbHO ITPUJIIOKHUTH
KaKneE-TO 10Ka3aTCIbCTBa B BUJIC CKPHUHOB,

3. He yka3pIBaii mnuHyto nHGOpMAIHIIO B mpodaiiie urpsl;
4. YBaxail qpyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(hHUIIHaIbHbIE TATYH U MOJIBL;

6. Mcnionb3yii cl0XHbBIE U pa3Hble MapoIIy;

7. Jaxke BO BpeMsl UTPbl HE CTOUT OTKJIKOYATh aHTUBHpPYC. [loKa Tl Urpaellb, TBOW KOMIIBIOTEP MOTYT
3apa3uTh.

OUIIHHT WIH Kpaka JJUYHBbIX JaHHbIX

OOBIYHOH Kpaskeil IeHer U TOKYMEHTOB CETOTHSI y’Ke HUKOTO HE YIUBHIIb, HO C Pa3BUTUEM UHTEPHET-
TEXHOJIOTHHA 3JO0YMBIIIUIEHHUKH TEePEMECTHIINCh B MHTEPHET, W MPOJOJDKAIOT 3aHUMATHCSA "THOOMMBIM"
JIEJIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEpHET-MOIICGHHHYECTBa WM (DUIIWHT, TIaBHAs el KOTOPOTO
COCTOHT B ITOJY4E€HHN KOH(PHUICHIIMATBHBIX JaHHBIX IT0JIb30BaTeN e - JIOTHHOB U mapoiieil. Ha aHrmmiickom
s3bike phishing unrtaercs kak ¢umunr (ot fishing - peiOHas 0B, password - apos).

OCHOBHBIE COBETHI IO OOpKOE C PHUITHHTOM:

1. Cnenn 3a cBOMM akkayHTOM. ECIM Thl MoJi03peBaciib, YTO TBOS aHKeTa Oblda B3JIOMAaHa, TO
HEO00X0IMMO 3a0JIOKHPOBATH €€ U COOOIIUTH 8 IMUHUCTPATOPAM pecypca 00 ITOM KaK MOKHO CKOpee;

2. Ucnonw3yit Oe3onacHbIe Be0-CalThl, B TOM YHCJIC, UHTEPHET-Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. Ucnonb3y#l cnoxHble M pasHble Napoiau. Takum o0pa3oM, eciu TeOs B3JIOMAlT, TO
37I0yMBIIUICHHUKH MOJTYYaT IOCTYII TOJBKO K OJJHOMY TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecniu Te0s1 B3110MaJIM, TO HEOOXOAMMO MPENyIPEeIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE 100aBIECHBI
y Te0s1 B IPY3bSAX, O TOM, YTO TeOs B3JIOMaJM U, BO3MOXKHO, OT TBOErO UMEHH OyJeT pacchUIaThCs CliaM U
CCBUIKH Ha (DUIIIMHTOBBIE CANTHI;

5. Ycranosu HagexHsii napons (PIN) Ha MoOMIbHBIH TenedoH;
6. OTKJII0UM COXpaHEHHUE MapoJis B Opaysepe;

7. He oTkpsiBaii aiyibl U qpyrue BIOXKEHUS B MUChMaX, AK€ €CIIU OHH TPUIILTH OT TBOHMX JPy3eH.
Jlydiiie yTOYHHU y HUX, OTIPABJISIN JIX OHU TeOe 3TH (hailiibl.

Hudposas penyranus



HudpoBas pemyranusi - OSTO HEraTHBHAas WIM TMO3UTHBHas WH(OpMamus B CETH O Tebe.
Kowmmpomerupyromas napopmanys, pa3MelieHHas B HHTEPHETE, MOJKET CEPhe3HBIM 00pa30M OTPa3UThCS Ha
TBOCH peanmpHOU >xm3HM. "[ludpoBas penyramusa" - 3TO TBOH HMHUIDK, KOTOPHIA (OpMUpPYETCS U3
uHpopMaiuu o Tebe B HHTEpHETE.

TBoOe MecTo KHUTENLCTBA, Y4eObl, TBOC (PMHAHCOBOE MOJOKECHUE, 0COOEHHOCTH XapaKTepa | PaccKa3bl
0 OJIM3KHX - BCE 3TO HAKATUTUBACTCS B CETH.

MHorue mopOCTKU JIETKOMBICIICHHO OTHOCATCS K IMyOuKaruu JtuaHor uadopmaiuu B HTEpHETE,
HE TIOHMMasl BO3MOJKHBIX TOCIIEeACTBUN. ThI make HE CMOXEIIb IOTamaThCs O TOM, 4TO ¢oTorpadus,
pa3MelieHHas 5 JIeT Ha3aj, CTajla IPUIMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapun, pazmenienne TBoux ¢ororpaduii U Apyrue 1eiicTBUSI MOTYT HE UCUE3HYTH Jiake Mocie
TOTO, KaK Thl UX yAaJIHIIb. Thl HE 3HAELIb, KTO COXPAHWI 3Ty UH(GOPMALUIO, [IOIIaJIa JI1 OHA B [IOUCKOBBIE
CHCTEMBI M COXpaHHUJIAch JIU OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKPYKaIOIIKE JIFOAU, KOTOPbIe HAIYT U
yBUIAT 3T0. Halitn nHdopMaiuio MHOTO JIET CIyCTS CMOXKET JIF000# - Kak U3 J0OpBIX NOOYKIEHH, TaK 1 C
HaMEpeHHEeM NPUYUHUTH Bpell. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI MO 3aIIUTE HUPPOBOH pemyTaLnu:
1. Ilomymaii, mpesk/ie 4eM 4TO-TO MyOJIIMKOBATh U TiepeaBaTh y ce0sl B OJIOTe WK B COIMAIIEHOM CETH;

2. B HacTpoiikax mpoduiis yCTaHOBU OTPaHUYCHHUS Ha TPOCMOTP TBOETO MPOQUIIS ¥ €T0 COAEPIKHUMOTO,
caenait ero Toapko "1 Apy3ei';

3. He pa3memiaii 1 He yka3pIBail HH(POPMAIIHIO, KOTOPas MOXKET KOTO-TM00 OCKOPOIISITh MITH OOMKATh.
ABTOpCKOE IPaBO

CoBpeMeHHBIC NIKOJIBHUKY - aKTUBHBIE MOJIb30BATENH IU(PPOBOTO npocTpancTBa. OQHAKO JaNeKo He
BCE 3HAIOT, YTO MOJb30BaHUE MHOTHMMH BO3MOYKHOCTSIMU HU(POBOTO MHpa TpeOyeT COOM0ACHHUS MpaB Ha
MHTEJICKTYAJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEIIIEKTYyallbHAST COOCTBEHHOCTH" OTHOCHUTCS K PA3UYHBIM TBOPEHHSM UYEIOBEYECKOTO
yMa, HauWHasi C HOBBIX M300PETEHNUH W 3HAKOB, 0003HAUAIOIINX COOCTBEHHOCTh HA MPOMYKTHI U YCIIyTH, U
3aKaH4YMBasg KHUTaMH, poTorpadusiMu, KHHOGUIBMAMU M MY3bIKQJIBHBIMHU IIPOU3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO TpaBa Ha MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha INPOM3BEACHUS HAYKH,
JUTEPaTypsl M HCKycCTBAa. ABTOPCKME MpaBa BBICTYHNAIOT B KadyeCTBE TapaHTHU TOTO, 4YTO
MHTEJUICKTYAJIbHBINA/TBOPUECKUH TPY aBTOpa HE OyIeT HalpacHbBIM, 1aCT €My CIpaBeJINBbIe BO3MOKHOCTH
3apaboTaTh Ha pe3ysibTaTax CBOETO TpyZa, MOJYyYUTh U3BECTHOCTh M Mpu3HaHHe. HukTo 6€3 paszpemeHus
aBTOpa HE MOXXET BOCIPOHM3BOJUTH €r0 NMPOU3BEACHHUE, PACIPOCTPAHATh, MYOIUYHO NEMOHCTPHPOBATD,
poJaBaTh, MIMIOPTHPOBATh, ITyCKATh B IPOKAT, ITyOJIMYHO UCIIONHATH, IOKA3bIBATH/UCIIONHSATH B d3QHpe WIH
pasmemars B HTEpHETE.

Hcnonb3oBanue "mUpaTcKoro" MporpaMMHOTO 00eCTieueH s MOKET MPUBECTH K MHOTHM PHUCKaM: OT
NOTEPU AAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKH TBOETO YCTPOMCTBA, I YCTAHOBJIECHA HeJerajibHast
nporpamma. He ctout Takxke 3a0bIBaTh, 4TO CYIIECTBYIOT JIETAJIbHBIE U O€CIUIaTHBIE TPOTPaMMBbI, KOTOPBIE
MO>HO HalTH B CETH.

O nopraiue
CeteBHYOK.p] - TBOH ITaBHBIM COBETUHK B CETH. 37€Ch Thl MOXKELIb Y3HATh O O€30MacHOCTH B CETU

TIOHSITHBIM M JOCTYITHBIM SI3BIKOM, a IIPU BO3HUKHOBEHUH KPUTHUECKOW CUTYalluu OOPAaTUTHCS 32 COBETOM.
A Taxxe NMPUHATH y4acTHE B KOHKYPCaX U CTaTh CaMbIM IIH(PPOBBIM I'PakJTaHUHOM !



